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Thischapterhasbeengivenanewreleasenumber.*  Notextchangesweremade.  

383DM6

Purpose. 6.1 Thischapterprescribesgeneralproceduresregardinganindividual=srightsto
knowabout, inspectandrequestamendmentofrecordsrelatingtohim/herwhicharemaintained
inasystemofrecordssubjecttothePrivacyAct.  Unlessrecordsareexemptedasexplained
below, theActgivesindividualstherighttoknowoftheexistenceofrecordscontaining
informationaboutthemselves (notification); toinspecttherecordstoensuretheirrelevance,  
necessity, andaccuracy (access); andtorequestchangesintheinformationintherecordswhen
theinformationisirrelevant, unnecessary, orinaccurate (amendment).  

FormofRequest6.2.  ToclaimtherightsaffordedbythePrivacyActanindividualshould
beadvisedof, andmustfollowtheformalproceduresestablishedbytheDepartment=s
regulations.  43CFR2.60 (notification), 2.63 (access), and2.71 (amendment) andtheARecords
AccessProcedure@sectionofthenoticesdescribingsystemsofrecordsinstructindividualshow
tosubmittheirinquiriesiftheywishtoinvokethePrivacyAct.  Thesystemnoticesalsoinstruct
individualsastowheretheirwrittenrequestsaretobeaddressed.  See383DM6.11for
guidanceonhandlingcombinedFOIAandPrivacyActrequestsreceivedfromindividualsfor
accesstotheirrecords.  

InformalRequests6.3.   Requestsfornotification, access, oramendmentthatdonot
conformtotherequirementsoftheDepartmentalregulations, suchasanoralrequest, maybe
honoredbythebureauorofficeresponsibleforthesystemofrecordsasamatterofadministrative
discretion.  ItisnotnecessarytorequireindividualstoinvokethePrivacyAct.  

ExemptedRecords6.4.   ThePrivacyActrecognizesthatsomerecordsonindividuals
shouldnotbemadeavailabletotheindividuals.  Theseexemptionsfromthenotificationand
accessprovisionsoftheActprimarilyinvolverecordsgatheredinthecourseofcriminal
investigations, duringtherecruitmentofnewemployees, orinvolvingtestswhichcouldbe
compromisedifshowntoindividuals.  Theseexemptionsapplyonlyifadoptedthrough
rulemakingbytheSecretary.  Thesystemsofrecordswhichhavebeenexemptedinwholeorpart
fromnotification, accessandamendmentarelistedin43CFR2.79.  Inaddition, recordson
individualscompiledinreasonableanticipationofacivilactionorproceedingarenotrequiredto



bemadeavailabletotheindividual.  

RespondingtoRequestsInvolvingExemptedSystemsA..  Thefactthatasystem
ofrecordshasbeenexemptedundersomeprovisionsoftheActdoesnotmeanthatsystems
managersmaynotinformindividualsthatrecordsontheindividualexistormaketherecords
availabletotheindividualforinspection.  Suchdecisions, however, cannotbecapriciousor
arbitrary.  Systemsmanagersshoulddevelop, throughexperience, criteriathatwillpermit, tothe
greatestextentpractical, accessbyindividualstotheirrecordswhichareincludedinanexempted
systemofrecords.  

CriteriaforDenyingNotificationorAccessUnderanExemptionB..  Systems
managersresponsibleforexemptedsystemsofrecordsshallbepreparedtoreportonanycriteria
whichhasbeendevelopedasguidelinesindenyinganotificationoraccessrequest, thoughthese
criterianeednotbeexpressedinthedenialtoindividuals.  Theexemptionstatusisnottobe
viewedasanautomaticcommandtodenybutshouldbeappliedaccordingtostatablecriteria.  

StatutoryExemptionC..   InadditiontotheprovisionsauthorizingtheSecretaryto
exemptrecordsthroughrulemaking, theActdoescontainonestatutoryexemption.  This
exemptionprovidesthattheActdoesnotallowanindividualaccesstoanyinformationcompiled
inreasonableanticipationofacivilactionorproceeding.  

Notification, AccessandAmendmentGuidelines6.5.  Guidelinessuitabletothesystemof
recordsshallbedevelopedwhichinstructemployeesandcontractorsadministeringand
maintainingthesystemonhandlingnotification, accessandamendmentrequests.  These
guidelinesshallclearlystatetherightsofthenamedindividualstoknowabout, seeandrequest
amendmentexceptwhenthesystemofrecordshasbeenexemptedundertherulemaking
provisionsoftheAct.  Theguidelinesshallalsoclearlyinformemployeesabouthandling
situationsthatcouldleadtodenyinganyrequestmadebyindividualswithrespecttotheirrecords.  

AmendmentofRecords6.6.     

ChangingtheRecordsA..  Whenarecordischangedinresponsetoarequestfor
amendment, thepriorinformationshallbecompletelyexpungedfromthefileunlessthereisgood
reasontoretainthepriorinformationandretentionisnotinconsistentwiththerequestfor
amendment.  Suchretentionmaybeappropriatewhentheamendmentupdatesafileratherthan
removesobjectionablematerialandthepriorinformationmeetstherequirementsoftheActthat
informationbecorrect, relevantandnecessary.  

DisclosureNotificationsB..   ThePrivacyActrequiresthatallpersonsoragencies
towhomincorrectordisputeddatawasdisclosed, andforwhomadisclosureaccountingwas
made, benotifiedofthecorrectdataorthatitisindispute.  Thisnotificationrequirementapplies
whetherthechangeismadeunderthePrivacyActamendmentprovisionsorinresponsetoan
informalrequestforamendment.  

FilingAmendmentRequestsC..   Recordsaccumulatedinthecourseofan
individual=sexerciseofrightsunderthePrivacyActandinformationonthisexerciseofrights



shallberetained, unlessdisposedof, inawaythatwillnottainttheamendedrecordsorwork
againsttheinterestsoftheindividual.  

TimeLimits6.7.  ThePrivacyActrequiresthatrequestsforamendmentberespondedtoor
acknowledgedwithinten (10) workingdaysoftherequest.  TheDepartment=sregulations
specifythattherequestshallbeactedonwithin30workingdays, unlessextended30daysbythe
systemmanagerinaccordancewiththeregulations (43CFR2.73).  Totheextentpossible, the
10-dayacknowledgmentand30-dayactiontimelimitsshouldalsobeobservedforinquiriesabout
theexistenceofrecordsorrequeststoinspecttherecords.  

AuthoritytoDeny6.8.  TheDepartmentalregulations, 43CFR2.61(b), 2.64(b) and
2.72(b), requirethatdenialsshallbemadebythesystemmanagerresponsibleforthesystemof
records.  

A. Inthebureaus, thedenialshallbeconcurredinbytheBureauPrivacyActOfficer.  
However, theheadofthebureaumay, inwriting, requirethatthedecisionbemadebytheBureau
PrivacyActOfficerand/orthatconcurrenceofthebureauheadinthedecisionbeobtained.  Each
bureauandsystemmanagershallensurethatemployeeshandlingrecordscoveredbythePrivacy
Actareawareofthislimitation.  

B. InthOfficeoftheSecretaryandotherDepartmentalofficesnotapartofabureau,  
denialsofaccessoramendmentrequestsshallbemadebythepertinentsystemmanager, withthe
concurrenceoftheheadoftheoffice, ortheoffice=sPrivacyActOfficer/Coordinatorifformally
designatedandauthorizedasprescribedin43CFR2.61(b), 2.64(b), and2.72(b).  

GeneralGuidelinesProcedures6.9.  Appendix1tothischaptercontainsasetofgeneral
guidelinesdealingwithaccesssituationsforemployeesworkingwithasystemofrecords.  These
optionalguidelinesaretobesupplementedwithguidelinesspecifictoeachsystemofrecords, as
discussedin383DM4.4D.  

RecordkeepingRequirements6.10.   Systemmanagersareresponsibleformaintaining
recordsonformalaccessandamendmentrequestsreceivedduringeachcalendaryear.  Formal
requestsaredefinedaswrittenrequestsinwhichtheindividualcitesorinvokestheprovisionsof
thePrivacyAct.  Dataonthenumberofformalaccessoramendmentrequestsreceived, number
whollyorpartiallygranted, numbertotallydenied, andthenumberforwhichnorecordswere
foundmustbemaintainedforeachsystemofrecords.  Thedataisrequiredtobeincludedinthe
bureau=sannualreportontheimplementationofthePrivacyActasdescribedin383DM10.  

CombinedFOIA/PrivacyActRequests6.11.   Fromtimetotime, individualsmayseek
accesstotheirrecordsbycitingboththeFOIAandthePrivacyAct.  Insuchcases, therequest
mustbehandledsothattheindividualsaregrantedthegreatestaccesstotheirrecordsthateither
Actprovides.  TheDepartmentshould, inapplyinganyaccessrestrictions, relyontheweakest
exemptionavailable, generallyanFOIAexemption.  Ifawrittenrequestfromanindividualfor
accesstohis/herrecordscitesneithertheFOIAnorthePrivacyAct, anditisadministratively
decidedtotreattherequestundereitherAct, thentherequestshouldbehandledasaformal
combinedFOIA/PrivacyActrequest.  



A. Inprocessingsuchcombinedrequests, theDepartment=sfeeprovisionsapplicable
toPrivacyActrequests (43CFR2.64(d)) shouldbefollowed (i.e., theindividualmayonlybe
chargedforreproductionoftherecordsandnotforsearchtime) totheextentthattherequested
recordsarepartofasystemofrecords.  

B. ThetimelimitsapplicabletoFOIArequests (43CFR2.16) shouldbefollowedin
processingsuchdualrequests.   

383DM6
Appendix1

GENERALINFORMATIONANDGUIDELINES
FOREMPLOYEESPROCESSINGREQUESTSFOR
NOTIFICATION, ACCESSORAMENDMENTOF

PRIVACYACTRECORDS

INTRODUCTION

Theseinstructionsareforemployeesprocessingformalrequestsfornotification, accessor
amendmentinvolvingsystemsofrecordssubjecttothePrivacyActof1974.  TheActgrants
individuals, subjecttocertainexceptions, therighttoknowwhetherinformationisbeingkepton
them, toseetheinformation, andtopetitionforchangesintheinformation.  Theserightsapply
tosystemsofrecordsaccessedbyanindividual=sname, orbyanidentifyingnumber, symbolor
otheridentifier.  ThebureausandofficesoftheDepartmenthaveidentifiedtherecordsystems
subjecttotheAct.  

CertainpersonnelrecordsprescribedbyFederalPersonnelManual (FPM) Chapter293andFPM
Supplement293-31areadministeredunderregulationsissuedbytheOfficeofPersonnel
Management (OPM).  FPMchapters294and297provideOPMguidanceontheavailabilityof
officialpersonnelinformation, andthemanagementofpersonnelrecordssystems.  These
guidelinesdonotapplytoOPMrecordsystems.  

ToclaimtherightsaffordedbythePrivacyAct, anindividualmustfollowtheformalprocedures
establishedbytheDepartment=sregulations (43CFRPart2, SubpartD).  Bureaus, however,  
mayhonorrequestsfornotification, accessoramendmentthatdonotmeettherequirementsof
theregulations (i.e., anoralortelephonerequest).  Thesystemmanager (theofficialresponsible
fortherecordsyouarehandling) mayissueinstructionsprovidingforrespondingtoinformal
requests.  Thissetofguidelines, though, assumesaformalrequestbytheindividualunderthe
provisionsofthePrivacyAct.  
Incarryingouttheinstructionsintheseguidelines, keepinmindthatindividualsmakingrequests
underthePrivacyActareexercisingrightsgrantedbytheAct.  Responses, therefore, shouldbe
appropriatetotheserights.  Courtesyisanaturalrequirement.  Equallyimportantistheease
withwhichindividualsareabletoexercisetheserights.  Departmentalpolicyistofacilitate



exerciseofPrivacyActrights.  Inquiriesfromindividualsshallberespondedtoasquicklyand
withasfewproceduraldifficultiesaspossible.  

INQUIRIESABOUTTHEEXISTENCEOFRECORDS.  

ThePrivacyActrecognizesthatindividualsmustbeawarethatcertainsystemsofrecordsexist
beforetheycandeterminewhetherthesystemcontainsdataaboutthem.  Therefore, theAct
requirespublicationofanoticedescribingeachsystemofrecordscontaininginformationabout
individualswhichisaccessiblebyanindividual=sname, identifyingnumber, symbol, orother
identifier.  Acopyofthepublishednoticefortherecordssystemwithwhichyouareworkingis
availablefromthesystemmanageroryourBureauPrivacyActOfficer.  

Thepublishedsystemnoticebothdescribesthesystemandexplainshowindividualscandetermine
whetherthesystemcontainspersonalinformationpertainingtothemselves.  Generally, an
individualneedsonlytoprovidehisorhernameforsuchacheck.  Insomecases, however, other
informationisneededforlocatingrecords (e.g., socialsecuritynumber).  Inthesecasesthe
systemnoticewillspecifytheadditionalinformationnecessaryforaccess.  

Departmentalregulations (43CFR2.60) requirethatrequestsfornotificationinvokingthe
PrivacyActbeinwriting.  TheserequestsshouldbemarkedAPrivacyActInquiry@toensure
expeditioushandling, shouldidentifythesystemofrecordstowhichtheinquirypertains, and
shouldcomplywithotherrequirementssetforthinthesystemnotice.  Requestsmaybemailedor
deliveredpersonallytothelocationgiveninthesystemnotice.  

Uponreceivingtherequest, youmustdetermineiftherequestmeetstheabove-noted
requirements.  Ifitdoes, thencarryoutthefollowingsteps:  

A.  Determinewhetherrecordsonthatindividualaremaintainedinthefiles.  

B.  Determineiftherecordscontaininformationgatheredinreasonableanticipationofa
civilactionorproceeding, orifthesystemofrecordsisexemptfromnotificationrequirements
underaruleadoptedbytheSecretary.  Youshouldknowwhetheranexemptionhasbeen
claimedfortherecordsyouareworkingwith.  Ifyoudonotknow, askthesystemmanager, read
thesystemnoticewhichhasbeenpublishedfortherecordssystem, orreferto43CFR2.79.  If
eitheroftheforegoingconditionsapply, notifythesystemmanagerthroughthechannels
establishedforyoursystemofrecords.  Thesystemmanagerisresponsibleforpromptlynotifying
theindividualwhetherhe/sheisentitledtoknowifanyrecordsexist.  UNDERNO
CIRCUMSTANCESSHOULDANEMPLOYEECONVEYTOTHEINQUIRING
INDIVIDUALTHATTHERECORDSEXISTORTHATTHEREISARESTRICTIONON
NOTIFICATION.  

C.  IfyoufindrecordsthatarenotsubjecttotheexemptionsnotedinparagraphBabove,  
determinethetypesofrecordsandpreparearesponsetotherequestorthatidentifiestherecords
beingkeptsotheindividualmaychoosewhichonesheorshewishestoinspect.  (Thisdoesnot
meanthattheindividualhasarighttoinspecttherecordssinceaccesstothemmayberestricted
forotherreasons.  However, therequesterhasarighttoknowthattheyexist.)  



D.  Advisetheindividualifnorecordsarefound.  

REQUESTSTOINSPECTRECORDS

Thisstepmayormaynothavebeenprecededbytheproceduresdescribedabove.  Oftenan
individualknowsthatrecordsexistonhimorherinthesystem, andmaydirectlyrequestaccessto
them. Likeaninquiryconcerningtheexistenceofrecords, arequestforaccessmustbeinwriting.  

Departmentalregulations, 43CFR2.63).  TherequestshouldbemarkedAPrivacyActRequest
forAccess@andalsoshouldcontaintheinformationrequiredbytheabovereferencedregulation
andthesystemnotice.  

UponreceivingaPrivacyActrequestforaccessyoushouldtakethefollowingsteps:  

A.  Determinetheindividual=sidentify.  Usuallythesignatureontheletteroran
identificationcardwillsuffice.  Yoursystemmanagerorthesystemnoticewillinformyouif
additionalidentificationisrequired.  

B.  Determinewhethertherequestedrecordsareopenforinspectionbytheindividual.   
ThePrivacyActrequiresthatrecordsbeavailableforinspectionunlesscompiledinreasonable
anticipationofacivilactionorproceedingorexemptedbyaruleadoptedbytheSecretary.  Your
systemmanagerisresponsibleforgivingyouguidanceonhowtohandlerecordsthatare
exemptedfromtheaccessprovisionsoftheAct.  Youshouldknowwhetheranexemptionhas
beenclaimedfortherecordsyouareworkingwith.  Ifyoudonotknow, askthesystemmanager,  
readthesystemnoticewhichhasbeenpublishedfortherecordssystem, orreferto43CFR2.79.  

C.  Iftherecordsareopenforinspectionbytheindividual, retrievetherecordsandmake
themavailabletotheindividualinasuitablespace.  

Note: ThePrivacyActgivestheindividualtherighttoseehisorherrecordsunlesstheyare
exempted.  Anaccessrequestmustbeactedonpromptly.  Theagencymaynotpleadcostor
workloadburdenasareasonfornotmakingtherecordsavailableorfortakingalongtimeto
respond.  Theagencyalsomaynotchargetherequesterforanycostsrelatedtomakingthe
informationandrecordsavailableunlesscopieshavebeenrequested.  Inthosecasesonlycopying
costsmaybecharged.  

1) Iftheindividualisaccompaniedbyathirdpartywhoalsoistoseetherecords, you
shouldobtainawritten, signedstatementfromtheindividualwhoserecordsarebeingexamined
statingthattheotherpartymaybepresentduringtheinspection.  

2) Iftherequesttoinspecttherecordsspecifiesthatcopiesoftherecordaretobesentto
theindividual, therequestshouldalsostatetheamountofmoneytheindividualiswillingtopay
forthecopies.  

a)  YoursystemmanagershouldhaveprovidedyouacopyoftheDepartment=s
scheduleofchargesforprovidingcopiesoftherecords (43CFR2, AppendixA).  Ifthisschedule



isnotavailable, obtainitfromthesystemmanager.  Determinethenumberofcopiesrequiredand
theamounttobecharged.  Ifthechargewillequalorbelessthantheamountindicatedinthe
letter, maketherequestedcopiesoftherecordandsendthemtotherequesteralongwithabillfor
collection (DI1040).  

b) Ifthecostwillexceedthestipulatedamount, advisetheindividualofthefull
anticipatedcostandcostsofportions (ifappropriate) oftherecord.  Therequestermustagreein
writingtopayfeesashighasareanticipatedbeforeprocessingoftherequestiscompleted.  

c) Yoursystemmanagermayspecifythatmedicalrecordsinthesystem, including
psychologicalrecords, arenottobeshowntotheindividual.  Insuchcases, copiesofthemedical
recordsmaybesenttoaphysicianoftheindividual=schoiceuponthereceiptofaletterfromthe
physicianrequestingthefileonbehalfoftheindividual.  Thatphysicianwillthendecidewhether
torevealthecontentsofthemedicalrecordtotheindividual.  Thereisnochargeforsuchcopies,  
evenifthephysicianretainsthem.  

REQUESTSFORAMENDMENTOFRECORDS

ThePrivacyActrequires, amongotherthings, thatagenciescollect, maintain, useordisseminate
anyrecordsofidentifiablepersonalinformationinamannerthatassuresthatsuchactionisfora
necessaryandlawfulpurpose.  Italsorequiresthattheinformationbecurrentandaccurateforits
intendeduse, andthatadequatesafeguardsareprovidedtopreventmisuseofsuchinformation.   
If, oninspectionofhisorherrecords, theindividualbelievesthattherecordscontaininformation
inconsistentwiththeaboverequirements, heorshemayrequestthattheinformationbecorrected
orremovedfromthefiles.  

Thesystemmanagerisresponsiblefordeterminingwhethertheinformationinthefilesisrelevant,  
necessary, andaccurate.  Sincethesethreeconditionsarenotalwaysclear-cut, thereisastrong
possibilitythatindividualswilldisagreewithwhatisintheirrecordsandwantitremovedor
changedunderoneoftheabovethreecriteria.  ThePrivacyActrequiresthatrequestsfor
amendmentberespondedtooracknowledgedwithin10days.  Thus, promptactionisneeded.  

TheDepartmentalregulations (43CFR2.71) requirethatapetitionforamendmentbesubmitted
inwriting, andthattherequestbesubmittedtothesystemmanager.  Thus, itislikelythatyour
involvementinamendingrecordswillbethroughinquiryto, andinstructionfrom, thesystem
manager.  

Insomecases, individualspersonallyinspectingtheirrecordsmayseeroutineinformation, suchas
anaddressortelephonenumber, thatisincorrect.  IFYOURSYSTEMMANAGERHAS
PROVIDEDGUIDELINESAUTHORIZINGSUCHCHANGESINTHERECORDS, YOU
MAYMAKETHEMINACCORDANCEWITHTHEGUIDELINES.  
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